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MONTHLY COMPLIANCE TASKS 
Please be sure to check your SmartRIA CCO portal to keep up with your monthly Compliance tasks.   
Please contact the following for: 

▪ Login and Portal Requests:  Sara Sparks: ssparks@thecomplianceresource.com 
 

▪ Task Related Questions:  Nancy Harry: nharry@thecomplianceresource.com 
Stacie Craddock: scraddock@thecomplianceresource.com 
Sara Sparks: ssparks@thecomplianceresource.com 

CYBERSECURITY: SAFEGUARDING CLIENT ACCOUNTS AGAINST CREDENTIAL COMPROMISE  
On September 15, 2020, the Office of Compliance Inspections and Examinations (“OCIE”) issued a Risk Alert 
highlighting “credential stuffing” — a method of cyber-attack to client accounts that uses compromised client login 
credentials, resulting in the possible loss of customer assets and unauthorized disclosure of sensitive personal 
information. The OCIE has observed in recent examinations an increase in the number of cyber-attacks against SEC-
registered investment advisers (“advisers”) and brokers and dealers (“broker-dealers,” and together with advisers, 
“registrants” or “firms”) using credential stuffing.  
 
Credential stuffing is an automated attack on web-based user accounts as well as direct network login account 
credentials. Cyber attackers obtain lists of usernames, email addresses, and corresponding passwords from the dark 
web and then use automated scripts to try the compromised user names and passwords on other websites, such as 
a registrant’s website, in an attempt to log in and gain unauthorized access to customer accounts. Credential stuffing 
is emerging as a more effective way for attackers to gain unauthorized access to customer accounts and/or firm 
systems than traditional brute force password attacks.  
 
When a credential stuffing attack is successful, bad actors can use the access to the customer accounts to gain access 
to firms’ systems, where they are able to steal assets from customer accounts, access confidential customer 
information, obtain login credential/website information that they can sell to other bad actors on the dark web, gain 
access to network and system resources, or monitor and/or take over a customer’s or staff member’s account for 
other purposes.  
 
SUMMARY OF OBSERVATIONS  
OCIE staff has observed an increase in the frequency of credential stuffing attacks, some of which have resulted in 
the loss of customer assets and unauthorized access to customer information. The failure to mitigate the risks of 
credential stuffing proactively significantly increases various risks for firms, including but not limited to financial, 
regulatory, legal, and reputational risks, as well as, importantly, risks to investors. Firms’ information systems, 
particularly Internet-facing websites, face an increased risk of a credential stuffing attack. This includes systems 
hosted by third-party vendors. Firms’ Internet facing websites are vulnerable to attack because they can be used by 
attackers to initiate transactions or transfer funds from a compromised customer’s account. In addition, Personally 
Identifiable Information (PII) is often available via firms’ Internet-facing websites. Obtaining a customer’s PII from one 
firm’s website can facilitate an attacker’s ability potentially to take over a customer account or attack accounts held 
by the account owner at other institutions. Successful attacks occur more often when (1) individuals use the same 
password or minor variations of the same password for various online accounts, and/or (2) individuals use login 
usernames that are easily guessed, such as email addresses or full names.  
 

OCIE encourages registrants to consider reviewing and updating their Regulation S-P and Regulation S-ID policies 
and programs to address the emergent risk of credential stuffing. 
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FIRMS’ RESPONSE TO CREDENTIAL STUFFING  
OCIE observed a number of practices that firms have implemented to help protect client accounts, including:  
 

✓ POLICIES AND PROCEDURES. Periodic review of policies and programs with specific focus on updating 
password policies to incorporate a recognized password standard requiring strength, length, type, and 
change of passwords practices that are consistent with industry standards.  Other policies to review are: 

 
✓ MULTI-FACTOR AUTHENTICATION (“MFA”). Use of MFA, which employs multiple “verification methods” to 

authenticate the person seeking to log in to an account. The strength of authentication systems is largely 
determined by the number of factors incorporated by the system — the more factors employed, the more 
robust the authentication system. In this regard, MFA may provide more robust authentication than two or 
one-factor methods of authentication. Properly implemented, MFA can offer one of the best defenses to 
password-related attacks and significantly decrease the risk of an account takeover.  

o Although the use of MFA can prevent bad actors from successfully logging into a customer’s account 
or into a system to which a staff member has access, it cannot prevent bad actors from identifying 
which accounts are valid user accounts on the targeted website.  

o Identified accounts may become the targets of future attacks and information concerning the 
existence and validity of the accounts may be sold to other bad actors, who may attempt to pass the 
final MFA verification step through other means, such as phishing emails, online research of targeted 
individuals, and social engineering; 

 
✓ COMPLETELY AUTOMATED PUBLIC TURING TEST TO TELL COMPUTERS AND HUMANS APART (“CAPTCHA”). 

To combat automated scripts or bots used in the such attacks, deployment of a CAPTCHA, which requires 
users to confirm they are not running automated scripts by performing an action to prove they are human 
(e.g., identifying pictures of a particular object within a grid of pictures or identifying words spoken against a 
background of other noise);  

 
✓ CONTROLS TO DETECT AND PREVENT.  

o Implementation of controls to detect and prevent credential stuffing attacks. This can include 
monitoring for a higher-than-usual number of login attempts over a given time period, or a higher-
than-usual number of failed logins over a given time period. Firms then use tools to collect 
information about user devices and create a “fingerprint” for each incoming session. The fingerprint 
is a combination of parameters such as operating system, language, browser, time zone, user agent, 
etc. For example, if the same combination of parameters logged in several times in rapid sequence, 
it is more likely to be a brute force or credential stuffing attack;  

o Use of a Web Application Firewall (“WAF”) that can detect and inhibit credential stuffing attacks.  For 
example, some firms have implemented account monitoring controls to identify and escalate 
anomalous activity.  

o Offering or enabling additional controls that can prevent damage in the event an account is taken 
over, such as controls over, or limiting online access to, fund transfers and accessing PII; and,  
 

✓ MONITORING THE DARK WEB. Surveillance of the dark web for lists of leaked user IDs and passwords, and 
performance of tests to evaluate whether current user accounts are susceptible to credential stuffing attacks.  
 

OTHER CONSIDERATIONS IN PREPARING FOR CREDENTIAL STUFFING ATTACKS  
As firms prepare for credential stuffing attacks, OCIE staff encourages firms to consider their current practices (e.g., 
MFA and other practices described above) and any potential limitations of those practices, and to consider whether 
the firm’s customers and staff are properly informed on how they can better secure their accounts.  
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INFORMED CUSTOMERS Most firms require customers and staff to create and use strong passwords. 
However, the use of passwords is less effective if customers and/or staff re-use passwords from other sites. 
To be more effective, some firms have informed and encouraged clients and staff to create strong, unique 
passwords and to change passwords if there are indications that their password has been compromised. 
 
FIRM DEFENSES MULTI-FACTOR AUTHENTICATION AND THE USE OF MOBILE PHONES Mobile phone text 
messages are often used as a verification method for MFA but this method is not foolproof. Mobile phone 
text messages rely on the use of proper security by mobile phone providers to authenticate account holders 
properly when transferring phone numbers between devices. Some firms highlight for account owners and 
staff that they should be alert to instances where their mobile devices no longer work, as someone may have 
attempted fraudulently to transfer their phone number to another device.  

 
Financial institutions should remain vigilant and proactively address emergent cyber risks. OCIE encourages firms to review 
their customer account protection safeguards and identity theft prevention programs and consider whether updates to 
such programs or policies are warranted to address emergent risks. In addition, firms are encouraged to consider outreach 
to their customers to inform them of actions they may take to protect their financial accounts and personally identifiable 
information.  

CCO TAKEAWAYS: 

 Have you named a Chief Information Security Officer (CISO)? It is very important to identify “ownership” of the 
cybersecurity process within your firm, and to clearly identify the role and reporting lines for each employee or 
consultant involved in cybersecurity. 

 Are your Cybersecurity policies and procedures in writing and distributed to all staff?  Acknowledged by all staff? 

 Have you Implemented a rigorous training program that includes testing of all personnel, regardless of job 
description or seniority?  The majority of cyber breaches are attributable to careless employees, and ill-
intentioned current or recently separated ex-employees. 

 Review and Maintain list of Third-Party Vendors - When the firm onboards a new service provider that may have 
access to your electronic data, do you perform a thorough due-diligence review, including their cybersecurity 
programs? Get internal cybersecurity assessment reports from vendors and other service providers. This review 
should be repeated at least once a year when CRP and SmartRIA prompts the Third-Party Vendor Review. This is 
part of SEC examinations!  

 Has the CISO reviewed the budget and determine if it allows for any penetration testing and/or expert consulting 
to provide reports and advice on cybersecurity initiatives and to run periodic tests? 

 What encryption protections does the firm use to safeguard client information? 

 Have you reviewed employees firewalls and anti-virus platforms for those working remotely? Require secure 
passwords and frequent password changes. 

 Review your Compliance Manual and ensure you are aware of your current policies on Reg S-P and Reg S-ID: 

o Reg S-P 

Confirm financial institutions properly store confidential client information and ensure protection against 
unauthorized access or use of client information that could cause harm to the client.  

o Reg S-ID 

Ensure that controls are in place to detect identity theft red flags and protect client assets and report 
instances of identity theft. These requirements extend not just to your networks but also to your third-party 
service providers. 


